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Identity Theft Guide 
Many will become victims of identity theft this year and some may already
be and not know it. Identity theft doesn’t always result in your bank account
has been depleted or your credit cards being overcharged.

Victims of ID theft have their life completely altered and it takes years if not
more than a decade to �ght any wrongdoings that may take place.

Learn the basics about identity theft in the items below.

Check out the ways ID theft can happen to you. Of course, there are more
that arise each day with technology.

Learn the simple steps you can take NOW to prevent ID theft from
destroying your life.

Be sure to get identity theft monitoring to stay alert should any activity
occur. 
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What is Identity Theft?

And you may not even be aware of it until it’s too late.

More and more people are falling victim to identity theft according to the
FBI here. Digital access to personal data has created quite a convenience for
good and bad.

Cybercriminals have learned how to gain access to random peoples' valuable
personal information and use that data for their �nancial gain.

Identity theft is a crime where someone obtains another person's personal
information, such as their name, date of birth, Social Security number, or
credit card number, to commit fraud.

Worse, those committing Identity theft can use your identity and accrue a
criminal record in your name.

Identity theft is a serious problem that can have a lasting impact on your
�nances and credit. It can even prevent you from gaining employment.

https://www.makingsenseofsecurity.com/
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Identity theft can lead to many problems for the victim, including fraudulent
charges on your credit card, unauthorized loans created in your name, and
damage to your credit report. In some cases, identity theft can even lead to
arrest.

It occurs when someone uses your personal information, such as your name,

Social Security number, or credit card number, without your permission to
commit fraud or other crimes. 

Serious problems from Identity Theft are becoming more common as more
people conduct their lives and transactions online and with digital apps.

https://www.makingsenseofsecurity.com/
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The Dangers of Identity Theft

There are many dangers and consequences of Identity Theft.

Identity theft is a serious problem that can have a lasting impact on your life.

It can also be dif�cult to recover from identity theft.

It can lead to long-term �nancial losses, damage to your credit score, and
even identity fraud.

Identity thieves may use your information to open new accounts in your
name and accrue charges on those accounts.

They may also take out loans in your name and default on those loans,
leaving you with the debt.

This includes getting personal loans in your name. The amounts don’t have
to be huge. Loan amounts could be under $1000 or even up to $5,000.

https://www.makingsenseofsecurity.com/
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Getting an auto loan in your name enables them to quickly obtain a vehicle
they do not intend to continue making payments on and they can also go
anywhere they want in the vehicle they have obtained - in your name. 

Worse- identity theft criminals can also obtain a mortgage loan in your
name.

Those loans tend to be hundreds of thousands of dollars.

Now you may be thinking that you will then know where they are located
then if they have a mortgage for a home or commercial property.

But this may not be the case. Some obtain the mortgage for more than the
purchase price.

Say a mortgage is obtained for $300,000. They elect to purchase a home for
$100,000. That means they could use the extra funds to “improve” the home.

But they don’t actually. They take the extra money and run.

Further, if your state has no squatter laws, you may not be able to take
possession of the property.

Identity theft results in major losses not to mention the court costs to �ght
all this.

Depending, they may attempt to go as high as they can to 6-�gures.
Especially if they know your current credit score supports large loans.

Auto loans are common ways criminals seek to commit identity theft.

Scary thought!

Identity theft can also result in criminal charges being �led in your name.
This is more than cloning your driver's license.

This can include creating a fake identity card with your information and
likeness.

https://www.makingsenseofsecurity.com/
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This identi�cation card is then used when they get arrested.

You get the blame for criminal activity conducted by them. Worse yet-
because

Law Enforcement has your name, date of birth (DOB), address, and basic
information, they go after YOU.

Fighting this wrong identity is even more embarrassing pain in the side.

Especially if your current employer learns you have a criminal record. Even if
it is not you whom committed the crimes.

Or you may be applying for employment and are denied employment
because of your undetermined criminal record.

Identity theft can have a major �nancial impact on victims. It can damage
your credit rating and make it dif�cult to get loans, credit cards, or insurance.

Identity theft can also cost you time and money to �x the problems that
identity thieves have created.

Identity theft can be a serious situation that is time-consuming to repair. 

https://www.makingsenseofsecurity.com/
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How Personal Information Can be Used
for Identity Theft

Identity theft is a major problem in the United States, with millions of
Americans falling victim to it each year.

Identity theft occurs when someone uses your personal information without
your permission, usually for �nancial gain.

This is how Identity theft can have a devastating effect on victims, leading to
�nancial ruin and even ruining their credit scores.

Most identity theft cases involve the unauthorized use of personal
information to obtain �nancial bene�ts. 

https://www.makingsenseofsecurity.com/
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Making Sense of Security 15+ Ways Identity
Theft Can Happen to You

You could even be careless about protecting your �nancial information
when in public or online.

There are several ways that identity thieves can obtain personal information.

They may �nd personal information in the trash, on social media sites, or
through data breaches.

They may also purchase personal information from data brokers or insiders.

You can accrue a virus or malware on your computer.

You can be tricked to give your private information from phishing tactics.

Your information can be hacked through old or simple passwords or even
the cookies on your computer.

https://www.makingsenseofsecurity.com/
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In some cases, identity thieves will use victims' personal information to apply
for jobs or rent apartments, to commit other crimes, or simply to live under a
false identity.

In some cases, identity thieves will use your personal information to obtain
medical services or insurance coverage.

Personal information can include your name, Social Security number, date of
birth, address, and bank account information.

Social media can be used to get answers to security questions such as
schools you attended, when you graduated, and family members.

There are a number of ways your private, personal and �nancial information
can be used without your approval and without your knowledge.

Let’s look deeper into how your information can be used so you know how
to protect your identity and data. 

Even today, your private information can be obtained right from your
mailbox.

A modern way of obtaining your information is using all the combined
information you post and share on social media.

Once they have obtained this information, they can use it to apply for credit
cards, take out loans, or make other large purchases in the victim's name. 

https://www.makingsenseofsecurity.com/
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Courses of Action

Identity thieves may use this information to open new credit accounts in
your name, take out loans, or make other large purchases.

Criminals may also use stolen personal information to apply for jobs or rent
apartments, in order to commit other crimes or simply to live under a false
identity.

They may also use your personal information to apply for jobs or rent
apartments, in order to commit other crimes or simply to live under a false
identity.

https://www.makingsenseofsecurity.com/
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Bank Accounts

In some cases, identity thieves will use your personal information to obtain
medical services or insurance coverage. They can even use your information
so they can avoid paying taxes.

Let’s look at individual means of how your identity can be ruined:

Credit Cards

This could be for electronics, groceries, entertainment, paying bills, and even
getting cash advances.

These cash advances have higher interest rates and enable the criminal to
spend money in cash so you are not knowledgeable of what or where they
used the cash.

Some may even use the card for a period of time as if they are building your
credit, making small payments, and waiting for credit increases. Then they
may utilize the maximum credit (max out) and run. Then you are left with a
high credit balance for a card you were unaware of.

Some identity thieves open bank accounts in your name. This may sound
like the opposite of credit cards.

Rather than taking money in the beginning, they are adding money in your
name.

But this isn’t the full scheme.

Criminals stealing identities love obtaining credit cards in others' names.
Today, upon approval, the credit card number can be provided instantly from
credit card companies.

This allows thieves to start using your new credit right away to make
purchases.

https://www.makingsenseofsecurity.com/
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Mortgages

So they will want to be under the radar for sure and they are looking for just
one person who does not pay attention to their own identity.

They may open an account in your name for a while. Then they may request
lines of credit. Whether cash, equity, or credit cards through banks.

They later overdraw the bank account(s). The overdraft fees accrue still in
your name. 

The identity thieves then default on the other accounts at the bank they
opened, ruining your credit.

Further, banks do their own credit report monitoring and may close any
accounts you have with other banks.

This leaves you stranded without the ability to do any real banking.

They may not be able to open a bank account in their name for various
reasons.

This may be an illegal immigrant, not having a social security number, owing
taxes, child support, or alimony, or even having a warrant in their own name.

It’s scary when identity thieves obtain
mortgages in your name. It’s worse
when so much time has gone by
since you may have checked your
credit only for them to buy, rent, and
earn pro�ts from the property.

They can also accrue taxes and liens
against the property and you may not
discover until it’s too late.

https://www.makingsenseofsecurity.com/
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Auto Loans

This is why preventing such crimes from taking place with your name and
credit is critical.

Auto loans opened in your name are more challenging than a mortgage.

Mortgages are attached to a speci�c address and can locate the property.

With vehicles, they are mobile and can be anywhere. Even transported
overseas.

Worse, vehicles can be crashed, and then you may be liable for any insurance
claims or even lawsuits. 

Whether you are aware or not of any identity theft activity occurring with
your name and credit, YOU are still responsible for any activity.

https://www.makingsenseofsecurity.com/
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Personal Loans

Personal loans can be obtained for various situations. These may be home
improvement, trips, shopping, events, medical, or just to obtain cash.

Many identity thieves like to apply for multiple loans at the same time to
maximize the amounts they seek. Especially if they may know you have
good credit. They then just take the money and run.

Medical Identity Theft

Medical identity theft occurs when someone uses your personal information
without your permission in order to obtain medical care or services.

Identity thieves may use this information to apply for Medicaid or other
government bene�ts. This bene�ts them especially if they need a multitude
of various medical services.

If you have insurance, they may use your maximum bene�ts leaving you
stranded during an emergency.

Further, should you need a speci�c medical service, you may be denied due
to any diagnosis the medical identity thieves incurred. Further ruining your
situation.

https://www.makingsenseofsecurity.com/
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Employment Identity Theft

Employment identity theft actually happens more often than people think.
This can take place in part or whole with one's identity. Especially with those
with common names.

One example is with “Bob Smith” whom may have worked at an insurance
agency. The employment identity thief uses “Bob’s” resume’ to obtain
employment at a hospital in medical records and insurance claims. 

He gets more money in salary and further gains access to Personal
Identifying Information (PII) of patients and is able to further commit more
identity theft.

There are various reasons identity thieves may use someone else’s identity
instead of their own. These reasons could be: - Avoid child support - Avoid
alimony - Avoid taxes

Many times, there is usually a �nancial gain. It may be to greatly increase
their salary.

Other times may be for trade secrets or obtaining inside data of a company.
The value of such information can be in the millions and higher.

Businesses need to do their due diligence when selecting candidates to
ensure the person is whom they state they are.

This includes background checks, facial images, and �ngerprinting. The
more valuable the company, the stronger the need to protect all assets.
Including other workers.

https://www.makingsenseofsecurity.com/
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From home, rental, auto, health, funeral, life, and more. There are many areas
for criminals to �nd opportunities.

Especially when it comes to life and death. Ensure to conduct credit checks
on yourself and encourage family members to often do the same.

Especially when your assets are higher in value than the average person’s. 

Criminal Identity Theft

These situations can be embarrassing and humiliating. Criminal identity
theft is when one may create a false ID with your credentials and then
commit a crime.

It can even be as simple as getting into a small accident or even getting a
speeding ticket. They use your identity and create a criminal record.

This can destroy your reputation. You may even lose your employment or
not gain a job or new position because of their criminal wrongdoing.

With all types of insurance, there are multiple ways identity thieves can take
advantage of you.

Insurance Identity Theft

https://www.makingsenseofsecurity.com/
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You may even be arrested due to their conduct.

It’s best to do a background check on yourself from time to time just to
ensure no one has tainted your name.

This may need to be done monthly especially if you have a common name
to ensure no one is mixing information.

Student Loans

Due to paying minimum payments and continuing interest, student loans
grow to big amounts before you know it. That original $100,000 can easily
turn into $225,000 before one knows it.

Wouldn’t it just be nice to get a “free ride”? That’s what getting a free
education might be. Imagine, �nding out you obtain a complete education
with degrees from a prominent college worth over $100,000.

https://www.makingsenseofsecurity.com/
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If you are not aware of student loans being added to your credit report,
these amounts add fast.

Worse, student loans are federal obligations in the United States. Even your

Social Security can be attached for money owed. 

There is no real way of getting out of student loans. These have to be fought
the instant you discover them.

Retirement Accounts

Wouldn’t it be nice if someone opened a retirement account in your name?
One might think of it as a gift. That’s not always the case.

Let’s go back to “Bob Smith”. An identity thief discovered the real Bob had a
large amount of money saved in a retirement account.

The fake “Bob” opened another retirement account.

Fake “Bob Smith” had the 2 accounts merged, closing the real one. He then
took all the money and disappeared.

Further, the real Bob had to pay taxes on the money he originally had
because of the withdrawal.

Bob can no longer retire at the time he intended because now he needs
more money.

Financial Apps

There are many �nancial apps available today and the list will just keep
growing.

Check all your �nancial statements often. Do not wait any longer than 30
days to check all your �nances. Usually, all your �nancial statements should
be checked weekly.

https://www.makingsenseofsecurity.com/
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Cryptocurrency

These can be for banks, credit unions, credit cards, �nancial investments,
stocks, retirement accounts, and even shopping. 

There are many options available to make payments for purchases. These
options can be Klarna, AfterPay, PayPal, Sezzle, ZipPay, Apple Pay, Samsung
Pay, and more.

Hacking into these apps can be done as easily as Bluetooth. If the identity
criminal knows your credentials, then they can use multiple payment option
apps without you knowing until later.

They can make purchases of various sizes. The �rst payment is usually
deducted from your bank account instantly. Then the following payments
may be every 2 weeks or monthly until paid in full.

If you see questionable amounts deducted from any of your bank accounts,
notify your bank immediately.

Cryptocurrency is a digital currency that is being sought after and also
accepted by many merchants. The currencies have value and can increase
and also decrease.

Because they can function digitally in a seamless manner, they have caught
the attention of many. Even those with FOMO.

https://www.makingsenseofsecurity.com/
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Social Media

Cryptocurrency accounts are sought after not just because of their value but
because of the ability to have anonymity. The value of the coins may be very
high compared to when �rst obtained.

Hackers would love to get into one’s accounts and transfer digital coins to
themselves. The chances of knowing who-is-who is not easy in
cryptocurrency.

Basically, once you lose your coins, they are gone. There is little if anything
that can be done to recoup your losses.

Celebrities incur fake social media accounts all the time. We may think this is
not as harsh as having money stolen from you.

However, hackers and criminal identity thieves may pose as celebrities to
obtain information from naive victims.

This could be getting victims boasting they also have money and are
therefore worthy of being in the celebrities’ presence.

Many fake celebrity accounts may be used by stalkers. They may know of
one’s favorite celebrity and attempt to get private information from them or
even stage a fake meeting.

https://www.makingsenseofsecurity.com/
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Dating Apps

This can be a critical mistake for young women whom may be in danger
from an ex.

Some identity thieves create fake dating pro�les. There can be various
reasons for this taking place. We may commonly think of pedophiles and
Registered Sex

Offenders (RSOs) looking for victims. Further, an angry ex may create a fake
pro�le of their ex to see who they converse with. They may also seek
revenge.

Some may use fake dating pro�les to scam others to become emotionally
attached to them and scam them with fake stories that they are out of the
country and need money. Big red �ags there!

Never give private information on the internet. Talk to the person and
con�rm whom they are. Even if you “think” you know who they are. Socialize
of�ine.

https://www.makingsenseofsecurity.com/
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Nevertheless, fake dating pro�les do not have positive outcomes. 

Everything You May Apply For Can Result in Identity Theft.

To make a long story short, everything and anything that you may apply for
is where identity theft can occur.

Identity theft is a serious issue that can have a major impact on your life.

Everything from your credit score to your employment opportunities can be
affected if your identity is stolen.

https://www.makingsenseofsecurity.com/
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How to Protect Yourself from
Identity Theft

There are steps you can take to protect yourself. It is important to be aware
of the dangers of identity theft and take steps to protect yourself.

By being aware of the dangers of identity theft and taking precautions, you
can help reduce your risk of becoming a victim.

https://www.makingsenseofsecurity.com/
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Here are some things you should know about identity theft and how to
protect yourself.

First, never give out your personal information to someone you don't know.

Second, be cautious about how you dispose of personal information.
Shredding documents that contain personal information is one way to help
protect yourself.

Third, use caution to prevent exposing your personal information on the
internet and be diligent about monitoring your credit report.

Fourth, use a postal box at the post of�ce for all your mail. Especially �nancial
documents and mail with personal identifying information. Many post of�ces
now permit 24-hour access to mailboxes. 

Finally, keep an eye on your credit report for suspicious activity. You're
entitled to a free credit report from each of the three major credit reporting
agencies every year. 

There are steps that you can take to protect yourself from identity theft,
such as not sharing your personal information online and being vigilant
about monitoring your credit report monthly.

You can also read: 14 Steps to Protect Your Credit 

https://www.makingsenseofsecurity.com/how-to-protect-your-credit/

Checking your credit report regularly can help you catch identity theft early.
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Monitor Your Credit

Your credit is critical when determining if you may be eligible to obtain a
loan.

You can do the basic part yourself by checking your credit with the 3 main
credit bureaus: Experian, Equifax, and TransUnion.

You could also use one or two of the most popular credit monitoring apps
like Credit Karma or Credit Sesame.

Credit is also an important part of protecting your identity. Many types of
protection including identity theft, credit card fraud, and bank account fraud
including credit unions, can be detected by monitoring your credit report.

Credit monitoring services are available from companies such as Lifelock,

Complete ID, IdentityForce, ID Watchdog, or PrivacyGuard.

Credit monitoring services vary with services and pricing. Review at least
three credit monitoring services to determine which may be the best for
you and your family. 

The most important part of protecting your credit is by monitoring your
credit.

https://www.makingsenseofsecurity.com/
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What to do if You are a Victim of
Identity Theft

If you believe that you have been a victim of identity theft, it is important to
act quickly to minimize the damage.

Taking these steps can help to minimize the damage caused by identity
theft.

The credit bureaus will also need copies of the police reports for their �les to
help you correct any wrongdoing with your credit.

First, contact the credit reporting (https://www.ftc.gov/news-
events/topics/consumer-�nance/credit-reporting) agencies and place a fraud
alert on your credit report.

Finally, close any accounts that have been tampered with or opened
fraudulently.

This will make it more dif�cult for identity thieves to open new accounts in
your name.

Contact each of the three main credit bureaus individually:

Equifax: Call 800-349-9960 or Equifax.com.

Call 888‑397‑3742 or Experian.com.Experian: 

TransUnion: Call 888-909-8872 or TransUnion.com 

Second, �le a police report with your local police department. This can help
resolve any �nancial problems that identity thieves have created.

https://www.makingsenseofsecurity.com/
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How to Recover from Identity Theft
If you've been the victim of identity theft, it can feel like your life has been
turned upside down.

Your �rst instinct may be to panic, but it's important to stay calm and take
action immediately to minimize the damage.

Identity theft is a serious problem that can have lasting effects on your
�nances and your reputation.

If you're a victim of identity theft, it's important to take steps to recover your
personal and �nancial information.

There are a few key steps you should take to recover from identity theft:

First, you should contact the credit reporting agencies and request a fraud
alert be placed on your credit report.

This will help prevent identity thieves from opening new accounts in your
name.

You should also close any accounts that have been tampered with or
opened fraudulently.

Next, you should �le a police report and get a copy of the report to keep for
your records.

This will help you when you contact creditors and banks to dispute
unauthorized charges.

https://www.makingsenseofsecurity.com/
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You should also contact the Federal Trade Commission's identity theft
hotline at 1-877-ID-THEFT (1-877-438-4338) to get more information on what
steps to take. 

You should also notify your bank or credit card companies if you notice any
unusual activity on your accounts. 

This will be helpful when you begin the process of clearing your name and
repairing your credit. 

You can place a fraud alert by contacting any one of the three major credit
bureaus: Experian, Equifax, or TransUnion. 

You may also want to consider changing the passwords on all of your other
accounts as a precautionary measure. 

4. Close any accounts that have been compromised. 

If you suspect that your identity has been stolen, contact your local police
department and �le a report.

2. Gather evidence. 

Start by collecting any documentation that you have related to the identity
theft, such as communications from creditors or banks, fraudulent bills or
statements, and police reports.

3. Place a fraud alert on your credit report. 

If you know which accounts have been affected by identity theft, contact
the �nancial institution and close those accounts immediately.

This will notify creditors that they should take extra steps to verify your
identity before extending credit in your name.

1. Notify the proper authorities. 

https://www.makingsenseofsecurity.com/
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5. Keep an eye on your credit report. 

If you spot anything, dispute the errors with the credit bureau in writing.

Identity theft can be a nightmare, but by taking quick and decisive action,
you can minimize the damage and start to rebuild your life.

Google yourself.

Research yourself on the web. If you have a common name, you may see a
blend of information connected with yours. This could be a sign you may be
a victim of identity theft.

You will need to research yourself every month or so to see if any information
has been removed or accurately added.

Once you've taken these steps, you can begin to repair your credit report. 

You may also need to �le a dispute with the credit reporting agencies if
there are inaccuracies on your credit report due to identity theft.

These resources have been gathered, selected, and vetted to help simplify
the process of recovering after a cybercrime incident has taken place.

You may need to contact organizations outside FightCybercrime.org. 

Request a copy of your credit report from all three major credit bureaus and
review it carefully for any unauthorized activity.

Results will vary depending on your circumstances. 

This may involve contacting creditors to remove fraudulent charges from
your account.

https://www.makingsenseofsecurity.com/
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○ Use this Identity Theft Victim Recovery Checklist 

○ Know Your Rights ○ Find identity theft laws in your state with NITVAN.gov 

 ○ Remove Your Email From Commercial Mailing Lists

Identity theft can have a devastating impact on your life. 

Identity theft doesn't just happen to people with poor credit. In fact, it's
more likely that you'll experience the effects of identity fraud if your personal
information has been compromised.

Whether this is through tax-related issues or medical records breakdowns in
some cases. The best way for us all to �ght back against these criminals who
want nothing but harm our lives and livelihoods?

Always be aware when protecting ourselves online so no one can take
advantage of what should belong only to YOU.

You may never get your money back, but that's not what this is about. This
can be a traumatic experience regardless of whether you lose some cash or if
it turns out nothing was taken at all. 

○ Talk with an ID Theft victim advocate, contact Identity Theft Resource
Center: call 1-888-400-5530 or chat at IDTheftCenter.org

This crime often goes beyond just unauthorized credit card charges and
includes tax-related, child identity theft, or medical information being taken
—all of which are crimes that require you to take immediate steps to stop
the damage from occurring before it's too late!

○ Visit IdentityTheft.gov to �nd recovery steps 

○ Identity Theft Resource Center: Clearing Criminal Identity Theft

○ Consider your legal options, contact the National Crime Victim Bar
Association: call 202-467-8716 or email victimbar@ncvc.org

https://www.makingsenseofsecurity.com/
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Conclusion

The goal here isn't just �nancial recovery; we want to make sure future
crimes don’t happen because once someone has been a victim in one
situation they're more likely targets for others - which means protecting
oneself becomes even more important than ever before.

It's important to remember that the �nancial aspect of a crime can be just as
harmful to you in many cases.

You may never get your money back, but it is about more than lost funds--
it’s also crucial for future health and safety when dealing with criminals who
continue committing these types of crimes against us every day!

Identity theft is a serious problem that can have major �nancial and legal
repercussions for victims.

It is important to be aware of the dangers of identity theft and take steps to
protect yourself.

The cyber criminals don’t care for you and have no remorse for using your
data for their personal gain.

Protecting your personal, private and �nancial information has become
critical.

If you believe that you have been a victim of identity theft, it is important to
act quickly and report the crime. 

By taking these precautions, you can help to minimize the damage caused
by identity theft.

https://www.makingsenseofsecurity.com/
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We hope you found value in our Identity Theft Guide from Making Sense of
Security.

Please be sure to check our website MakingSenseofSecurity.com for more
helpful information to keep you and your loved ones safe.

Feel free to follow us on social media!

Twitter @MSOSecurity 

VK @MSOSecure 

Google Business Making Sense of Security www.MakingSenseofSecurity.com

Pinterest @MSOSecurity 

Facebook @MSOSecure

Instagram @MSOSecurity 

https://www.makingsenseofsecurity.com/
https://app.designrr.io/Geydknrzgq2a/www.MakingSenseofSecurity.com
https://www.pinterest.com/MSOSecurity/
https://www.instagram.com/msosecurity/
https://twitter.com/MSOSecurity
https://vk.com/id534908440
https://www.pinterest.com/MSOSecurity/

